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Recording Session is in Progress

If you prefer us not to include you in
the recording, please drop off now.
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Agenda

EAC DLP and Unified DLP (MIP) background
Migration benefits

Phases & workflow

Migrating EXO DLP policy/rules to MIP
FAQs

Q&A
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EAC DLP - The most comprehensive Email DLP

U.S. Patriot Act: Attachment not supported

Available through the Exchange
admin center

Name:

| U.S. Patriot Act: Attachment not supported

. . . *Apply this rule if...
» Contains a rich set of predicates

(conditions, exceptions, and actions) |
for granular email policies

Any attachment's content can't be inspected -

add condition

*Do the following...

Apply Office 365 Message Encryption and rights protection to the message with... Confidential \ All Employees

* Use cases | add action |
* DLP Except if...
° Encryption | add exception |

Properties of this rule:

* Current adoption Priority:
-1
* More than 18k tenants
e 10+ yea rs M/:gij;théru\e with severity level:

Choose a mode for this rule:
O Enforce
O Test with Policy Tips
@) Test without Policy Tips

EAC: Exchange Admin Center Save \ \ Cancel
DLP: Data Loss Prevention
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Unified DLP Solution

Data loss prevention

Overview  Polices  Alerts  Investigations (8)  Activity Explorer

* One stop solution for DLP needs across your —
digital estate =

Policy: Any

i Export selection

* Leverage the power of rich Microsoft e

@ |D1Pnn:'ussimnda|in1mm§im',,

Information Protection (MIP) suite - P—_ —
advanced classification & labeling Fooom et

DLP rule “Sensitive data policy” match..
| 1P rute “Protect Top Secret” mateh..  Ugdued
| OLP rute “US Financial information™..  Usciee

DLP rule “Protect device data leak”.

* Rich alerting experience & Incident Sk
Management T,

DLP rule “Sensitive data policy” match...

® © e ® ¢ ® O ® @ & ¢

DLP rule "US Financial information’”...

e e o

DLP rule “Protect device data leak"...
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EAC DLP - Unified DLP Parity

Comparison of conditions and actions in EAC vs Unified DLP

Actions Migration Feasibility

—

Conditions

7

A

3%

2

23

97%

m Seamless Migration m Seamless Migration

m Seamless Migration

® Migration with finetuning
® Post Migration fine-tuning required

® Migration with finetuning

Not supported/ Redundant* Not supported/ Redundant*
» Current parity enable 97% of tenants to migrate with
*These conditions/actions are either specific to mail flow, E.g. Spam a single click
* 3% tenants are using unsupported predicates and

Confidence Level Over (SCL Over) or redundant and can be achieved

through other actions (E.g. Recipient in sender list) need post migration steps.
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Migration Playbook

Discover & Rationalize Migrate & Enforce &

&
Consolidate Test Deprecate

Analyze

Data loss prevention 5 Show in navigation

Policies  Alerts (preview) Endpoint DLP settings (preview)

Use data loss prevention (DLP) policies to help identify and protect your organization's sensitive info. For example you can set up policies to help make sure information in email and docs isn't
shared with the wrong people. Learn more about DLP

~+ Create policy (preview) L Export () Refresh 13items O Search
Name Order Last modified Status =
U.S. Personally Identifiable Information (PIl) Data L0 Oct 7, 2020 1:11 AM Enabled
EU Personally Identifiable Information (PIl) Data 1 Oct 7, 2020 1:13 AM Enabled
Australia Financial Data L2 Aug 3, 2020 7:40 PM Enabled
laybook
General Data Protection Regulation (GDPR) : 3 Aug 3, 2020 1:13 AM Enabled P a OO
France Data Protection Act .4 Aug 4, 2020 4:02 PM Enabled
Canada Health Information Act (HIA) . 5 Aug 3, 2020 7:47 PM Enabled
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Demo - EAC DLP Migration Wizard
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Frequently asked questions

Are ETR (mail flow rules) being deprecated? No changes planned for mail flow rules. Only Exchange DLP will be deprecated

Will the migration wizard impact my existing No. The migration wizard only creates new policies in compliance center.

DLP policies in Exchange? You can choose to disable the Exchange policies using the wizard or independently.
Why am | not seeing the migration wizard Migration wizard banner will be displayed only if you have active Exchange DLP
banner? policies

What should | do if there are any failures in Check details in migration report to understand the root cause. Make required edits
migration? in Exchange policy and retry migration using the wizard

Why am | getting 2 incident reports? This is expected in case both Exchange and M365 DLP policies are in enabled state
What should | do if my rules are using Create a mail flow rule for conditions like SCLOver which are not supported in Unified
unsupported conditions? DLP (M365 DLP)

Discrepancy in Exchange and M365 DLP policy  If policies are enforced in both Exchange and M365 DLP, please refer to this
evaluation document to understand the expected behavior
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Frequently asked questions

What happens, if | don't move my EAC-DLP
policies and deprecation time lines reaches

You will receive a message center post with the required details

Can | continue my policies in both EAC and While the rules can be maintained in both places, it will lead to unexpected behavior
DLP-EXO? due to conflict in ETR & DLP actions
| don't see, EAC-DLP screen in my tenant May be New tenant or all policies are in disabled state. You are good

If our condition is not available in DLP, can we

continue that policy as-is in EAC? Pl provide more details to ETRtoDLPmigration team

| don't see any clear deprecation timelines Customers have been informed through message center post MC278896 for
(dates) in documentation deprecation between March-June2022

Where do | find the recording for this session?  Please refer next slide or visit https://aka.ms/mipc/oss
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Resources

- OSS — https://aka.ms/mipc/oss

- CXE Help - https://aka.ms/mipc/help

- ETR to DLP blog — https://aka.ms/mipc/ETRtoDLP

- For questions on ETR to DLP : etrdlpmigration@microsoft.com
- Download Playbook here

- Webinar recording : here
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EAC DLP migration plan & Next Steps

= EAC DLP deprecation by H1-CY 2022
= Opportunity: ~18k customers using EAC-DLP globally
Roadmap :
= Customer communications (Blog, MC post) starting next week

= Migration wizard rollout starting end of August

Contact us: ETRDLPMigration@microsoft.com

Private preview blog — Here

Enroll your Tenant - Here
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